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Abstract. Digital Transformation creates new potential for MSMEs in developing businesses, especially
with Indonesia’s business climate as ASEAN’s largest digital economy country. However, the challenges of
digital adoption, especially infrastructure and trends in public economics, need further study, for exploring
deeper and more complex factors of small business sustainability from big technical dimensions of tech-
nology and business management. Empirical research was conducted to explore empirically the factors of
implementing Industrial Advancement Technology 4.0 and Community Economic Trends from External
Perspective of Indonesian MSMEs in building sustainable digital business performance. The ques-
tionnaires were distributed to 231 respondents who met requirements of Indonesian MSME owners
obtained from online survey using purposive sampling technique. This study shows support for all hy-
potheses proposed as exploration of the supporting factors for sustainable digital business performance.
Digital SME mindset needs to be developed by making small businesses on global scale. Integration Big
Data and IoT in MSME business resolve all business problems and build innovative business culture,
empowering MSME employees to use technology. The internal challenges of business units can be over-
come by strategic efforts and utilizing external roles in building sustainable MSME digital business.
Collaboration with Quintuple Helix actors can be an option to further build a sustainable digital business.

Keywords: Big Data; digital adoption; internet of things; MSMEs; sustainable digital business.

1. Introduction

The environment of business and profit industry organizations has changed dra-
matically due to digital technology, especially in accessing information, communi-
cating with each other, and obtaining products or services. Indeed, digitalization is
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not a new phenomenon, but it continues to grow and produce new effects that
continue to change on an ongoing basis. The combination of business, information
technology and internet digitization is part of the industrial revolution 4.0 (Matt
et al., 2020). This is indeed in line with global demands that want a competitive
advantage in building innovative and digital business strategies.

Industry 4.0 research in the development of small businesses has emerged a lot,
this is because Small and Medium Enterprises (SMEs) can adopt technology in
business operations, especially competitor intelligence collection, cost reduction, and
consumer expansion. (Quinton et al., 2017). The COVID-19 pandemic situation has
increasingly pushed all small businesses in the world, especially Indonesia, to be
more involved in the digitalization-based business ecosystem. In addition, there is
great potential for business development through digital channels, this is because
Indonesia is the country with the largest digital economy in ASEAN with a market
share of the digital economy in ASEAN reaching 40%, or US$70 billion (Purbasari
et al., 2021).

Indonesia’s economic growth comes partly from the contribution of MSME in-
come of 61.7% in Gross Domestic Product (GDP). The condition of Indonesian
MSMEsS is still dominated by the micro sector with a total of 63.9 million businesses,
or 99.62% of the total MSME businesses. The small business sector recorded 193,959
units, or 0.30%, medium businesses 44,728 units, or 0.07%, and large businesses
5,550 units, or 0.01%. Currently, 16.9 million MSME players have gone digital (Sari
and Kusumawati, 2022). The condition has doubled than before.

The good news from the “forced” adoption of technology shows its role in
Indonesia’s economic growth after the COVID-19 pandemic. The release of State
Statistics shows that the economic growth in the fourth quarter of 2021 compared to
the same period of the previous year (year-on-year/yoy) was 5.06% — much better
than the previous quarter which grew 3.51% yoy (Yacob et al., 2021). In addition,
MSMEs can absorb 97% of the total workforce and can collect up to 60.42% of the
total investment in Indonesia. The factor of digitizing MSMEs is one of the keys to
Indonesia’s economic growth which is getting better day by day. This is indeed in
line with the statement of the Organization for Economic Co-Operation and
Development (OECD) Secretary-General Angel Gurrid “There will be no sustainable
digital transformation without our SMEsP (Kergroach, 2020). The achievement of
economic growth and labor absorption thanks to the digitization of MSMEs
encourages the achievement of SDGs 8 for an inclusive and sustainable economy, full
and productive workforce, and decent work for all.

Economic Globalization recognizes the existence of MSMEs as engines of sus-
tainable economic development in both developed and developing countries. All
small businesses are expected to achieve sustainable business performance. Tech-
nology is one of the indicators for measuring sustainable business performance, but
there is still a large “middle” of MSMEs that is lagging. Technological problems that
occur in MSMEs include MSME broadband which is still not high-speed plus the
scope of data-based economic participation or the use of cloud computing is not
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optimal (Prasanna et al., 2019). The lack of attention by MSMEs to data privacy
puts their businesses at risk of becoming victims of very large cybercrimes and puts
businesses at risk of weak nodes in technology infrastructure systems and supply
chains that should be efficient with technology (Lee et al., 2012). Barriers to access
information and awareness of new digitalization are still a problem for MSMEs to
identify the right technology options for their business and to manage change (Chege
and Wang, 2020). Too few of the MSME owners engage their employees in ICT
training, and too many continue to face deficiencies in the management, commu-
nication, or problem-solving skills that are critical to technology innovation and
adoption (Franco et al., 2021).

Empirically, MSMEs have a role as the backbone of the country’s economy with
business owners in the millions, almost in all rural and urban areas, there are MSMEs
that really depend on business progress in the community as consumers (Al Asheq
et al., 2019). The trend of public economics as a new paradigm of the view of the
economic situation based on popularity whichis always updated following human
tastes as economic’s trend centered. The value of economic opportunities derived
from the passions of human trends and the influence of digitalization is relied upon to
become a source of economic growth for the community, including MSME owners
(Saviotti and Metcalfe, 2018). This statement is an important note, especially in
determining the marketing strategy of MSMEs and targeting markets based on the
tastes and needs of consumers (Kiskis, 2009).

Digital Transformation as part of the trend of public economics gives MSMEs the
opportunity to develop with new digital processes and tools, including developing a
global and sustainable small business with technology (Burinskien, 2011). However,
as with any change management initiative, there are internal challenges that busi-
nesses will face during the transformation process ranging from people-centred
issues, structural issues, technical barriers, and everything in between that makes
adopting business digitization difficult (Ruiz-Real et al., 2021). On the other hand,
sustainable business development must look at the public, economic and sociocul-
tural situation which is the catalyst for current business trends. Small businesses as
part of the creative economy see the community’s economy, especially the pur-
chasing power of products and sociocultural trends as drivers of consumer behavior
in the digital era (Vila-Henninger, 2021).

Technology integration research (Big Data and IoT) in a business has been widely
researched. Javaid et al. (2021) stated in their research that Big Data is the main key
to business competitive advantage (Javaid et al., 2021). Meanwhile, Zhang and Chen
(2020) stated that IoT and Big Data are industry trends operating, especially in
business analytical power (Zhang and Chen, 2020). However, business technology
research is only limited to general discussions and does not further discuss micro-
business because it is considered simple (Gorkhali, 2022). The research study of
industrial trend technology states that advancing trends accompanied by transi-
tional progress from the socio-economic side of society are driving changes in the flow
of business unit service systems in encouraging sustainable business growth through
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the role of understanding the external situation (Xu, 2011) and the failure of the
Industrial Revolution in the MSME Industry (Gorkhali, 2022). Efficient and effec-
tive integration of Al and IoT in MSMEs can make companies respond faster in the
midst of market competition through the exchange of a perfectly implemented data
transfer system as conveyed by DES (data exchange standards) integration research
in the global business industry (Jelisic et al., 2021). Da Xu (2022) stated in his
research that an industry must be sensitive to the industrial revolution 4.0 including
the use of technology that is increasingly complex in the future (Da Xu, 2022). The
small industrial sector is one of the beneficiaries of the existence of the Industry 4.0
trend through the incorporation of three interrelated components: the industrial
sector, CPS (Cyber Physical System), and analytical methods with interconnected
physical and computing components (Duan and Da Xu, 2021).

Systems integration processes of Industrial 4.0 need to become more efficient and
effective to enable companies to be more agile and more responsive in today’s dy-
namic marketplace. However, the role of consumer behavior and external situations
(Economic and Sociocultural) is very important in considering the impact of tech-
nology adoption in business for sustainable growth and access to MSME products in
the midst of market share (Xu, 2020). However, some previous research has not been
able to clarify the effects of internal barriers and external business situations in the
implementation of business digitization to encourage sustainable MSME digital
business growth. Priyono et al. (2020) in his research found that the capabilities of
business organizations in the development of technology infrastructure and opera-
tions encourage increased benefits of business digitization (Priyono et al., 2020).
Pelletier and Cloutier (2019) in their research mention that in the digital business
ecosystem, socio-economic influences around business units drive the successful im-
plementation of technology (Pelletier and Cloutier, 2019). However, to the knowl-
edge of the researchers in the investigation of the study, there has been no further
research that shows the direction of the hypothesis for the sustainable digitization
of MSME:s.

The challenges of technology adoption and community economic trends in the
advancement of sustainable small businesses in Indonesia are very interesting to
review, especially in exploring deeper and more complex factors of small business
sustainability from the large technical dimensions of technology and business man-
agement. This study was conducted to explore the Implementation of Industrial
Technology Advancement 4.0 and Community Economic Trends from the Inter-
External Perspective of Indonesian MSMEs in building sustainable digital business
performance by developing new thinking in business development based on cross-
disciplinary scientific studies. This research encourages new contributions to the
opportunities for SMEs to strive for sustainable digitalization, assessing the adoption
of Big Data and IoT within SMEs by considering the position of the internal and
external business situations to find out whether they are a “stumbling block” in the
adoption of Big Data and IoT or other technology features.
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2. Literature Review
2.1. Big data

Currently, technology is developing rapidly and is still developing. Big Data is one of
the technologies that is still developing today. Big Data is defined by the National
Institute of Standards and Technology as a large data set composed primarily of
volume, speed and variability characteristics with a scalable infrastructure for effi-
cient storage, manipulation and analysis (Sen et al., 2016). Big data greatly drives
productivity, makes efficiency improvements, and drives innovation in sustainable
use.

Big data is a very valuable asset, and its volume will always increase which is
described by 3V (Volume, Variety and Velocity). The volume referred to by Big
Data is the amount of data that is very large and wide, the variety or diversity of
data is very wide in type and the velocity or speed in processing the existing data
(Igbal et al., 2018). All sectors of the world’s business including MSMEs use Big
Data to make significant business growth. Business organizations, both small and
large, need valuable and accurate information in making decisions. Big Data
encourages MSMEs to follow up on handling target audiences and customer needs
and preferences (Mbassegue et al., 2016). Simply, there is an urgent need for MSMEs
to adopt Big Data in business adoption.

The existence of Big Data amid MSMEs today cannot be separated from the
trend of internet literacy which is increasing rapidly in Indonesian society. Big Data
has a very important and promising potential for MSMEs that can maintain MSME
alliances by creating real-time solutions to the challenges of every industry (Andretti
Abdillah et al., 2018; Coleman et al., 2016). However, there are several things that
MSMESs must be wary of in the use of big data such as storage, the company’s ability
to process and generate information that makes sense from it, and last but not the
least, security and privacy (Han and Trimi, 2022). Therefore, micro, small and
medium enterprises (MSMEs) also need to be encouraged to get assistance on data
science to support their business development.

The strategic use of big data must align with the organization’s business strategy
and embrace a long-term strategic plan. Applications used by MSMEs in business
operations, including business data analysis, must be accompanied by different
knowledge and skills (Maroufkhani et al., 2020). To manage big data, business
organizations must establish strategic plans for computing infrastructure, organi-
zational procedures, policies, and rules relevant to big data (Wang and Wang, 2020).

2.2. Internet of things (IoT)

The Internet of Things over the last few years has become a special jargon in the
technology realm. In fact, the technology is also often referred to by the abbreviation
“IoT”. It is not just a cool term. More than that, the existence of IoT in the era of
digital transformation as it is now is needed by businesses in various industrial
sectors (Krotov, 2017). Thanks to IoT, finally many businesses can evolve
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successfully, creating advanced innovations and services with smart and integrated
technology.

Internet of Things (IoT) is a concept where an object could transfer data over a
network without requiring human-to-human or human-to-computer interaction.
The development of IoT can be seen starting from the level of convergence of wireless
technology, microelectromechanical (MEMS), internet, and QR (Quick Responses)
Code. IoT is also often identified with RFID (Radio Frequency Identification) as a
communication method (Sestino et al., 2020).

“A Things” on the Internet of Things can be defined as a subject such as a person
with an implanted heart monitor, a farm animal with a biochip transponder, a car
that has built-in sensors to alert the driver when tire pressure is low. By far, IoT is
most closely related to machine-to-machine (M2M) communications in
manufacturing and electricity, oil and gas (Ghanbari et al., 2017). Products built
with M2M communication capabilities are often referred to as intelligent or “smart”
systems. For example, smart cables, smart meters, smart grid sensors. In addition, it
also includes sensor-based technologies, such as wireless technology, QR Code which
we often encounter (Attaran, 2017). The ability of IoT itself is unquestionable.
There are so many technologies that have implemented IoT systems, for example
light sensors, sound sensors from the latest Google technology, namely Google Ai,
and Amazon Alexa (Routh and Pal, 2018).

The Internet of Things is a key driver of Industry 4.0, enabling real-time com-
munication and decision-making between processes and enabling new insights into
production and decision-making (Hansen and Begh, 2021). The investigative study
of Moeuf et al. (2017) shows that 90% of experts agree that IoT is the key to the
performance of the SME industry. Moreover, more than 55% agree that big data is
also the key to improve their performance. From the expert group, 75% agreed that
the research team should promote the implementation of Industry 4.0 in SMEs
(Moeuf et al., 2017).

The implementation of IoT on a large scale helps contribute to increased levels of
engagement from employees, which leads to increased productivity, business per-
formance satisfaction and customer service. The application of IoT in Indonesian
MSMES is most often found in the QR Code Payment-based payment transaction
process, marketing through the Automatic Chat Whatsapp/Marketplace Applica-
tion and the use of barcodes in displaying various product information (Anshari and
Almunawar, 2021; Fridayani and Atmojo, 2021; Widyastuti and Irwansyah, 2018).
But actually, the use of IoT is more than just what is used today. There have been a
lot of IoT research developments in the production of SMEs outside Indonesia which
is described as follows.

Figure 1 describes the future of IoT in machine operations in the process of
making MSME products that can be applied in Indonesia. In the figure, IoT data
from production will flow to the cloud and local operator monitoring stations. This
local monitoring station will show the operator and team leader the current state of
the machine. Managers can get manager reports from the cloud with information on
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Sensor data

Operator Team leader Manager

Source: Hansen and Begh (2021).

Fig. 1. IoT devices at the production sending data to a local monitor station as well as the cloud.

production machine usage along with predictive maintenance reports. However,
a more in-depth exploration of technological systems is needed through cross-
disciplinary testing. In addition, the understanding of MSME owners must also be
improved with the workforce in a deeper IoT adoption.

2.3. Internal digital business challenge

Technology has developed rapidly into a new era that accommodates changes in
business transformation into the digital business era, where companies are currently
optimizing the use of digital tools (Schwertner, 2017). The existence of technology
also affects consumer demand to be more varied, this is certainly a challenge in itself
in running a digital business. Digital transformation which is getting more advanced
and sophisticated every day has many benefits for the development of the business
world, including the presence of this technology that can save time, energy, and costs
with maximum results (Alla Vasilevna and Chernikova, 2019).

Digital Transformation is a running business topic in the Industry 4.0 era that
builds business foundations in the digital market space using various technologies.
All sectors, both small and large scale, are required to switch or innovate in the use of
more modern technology, but not just transition or innovation, but also about how
this technology is adopted and used. Digital transformation is said to be successful if
it is able to optimize the company’s business processes and minimize (or even
eliminate) inefficiencies, risks, and obstacles (Lenkenhoff et al., 2018).

There are three internal challenges faced by MSME owners in running their
business, namely the large cost of business digitization, the time in the business
implementation design process and the knowledge/learning curve needed to imple-
ment or maintain business digitization (Faridi and Malik, 2020; Hulla et al., 2021;
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Idah and Pinilih, 2020; Lenkenhoff et al., 2018). This adoption process does require
strategy and planning in overcoming the problems that occur.

A vigilant small business will take advantage of technological advances as a form
of digital strategy. However, with the advancement of digital technology, MSME
owners will be able to find whatever we want very quickly and efficiently (Shatrevich
and Zvanitajs, 2012). Business models using digital strategies give birth to new
businesses in the form of platforms and give birth to a different ecosystem, so that
businesses can continue to survive and develop along with rapid technological
developments (Broekhuizen et al., 2021). The inability of MSMEs to adapt and be
“literate” with this change will, of course, threaten the continuity and going concern
of the business (Soluk et al., 2021).

2.4. FEconomics and sociocultural public factors

The economic environment is the economic conditions in the country in which a
business operates. Economic conditions have a strong impact on the performance of
any business because they can affect the income or expenses of that business. The
measurement of the economic level of the business environment is assessed based on the
history of real business profit growth, sales volume growth, Break Even Point (BEP)
achievements and evidence of improving the welfare of employees and business owners
(Belas et al., 2018; Cepel, 2019; Chittithaworn et al., 2011; Turkyilmaz et al., 2020).

When the economy is strong, the employment rate is high, and the compensation
paid to employees is also high (Holienka et al., 2016). Because people have relatively
good incomes under these conditions, they buy a large number of products. Com-
panies that produce these products benefit from the huge demand (Van Buren et al.,
2020). The company employs a large number of employees to ensure that it can
produce sufficient quantities of product to meet demand. Companies can also pay
high wages to employees. The implementation of technology in supporting business
operations can also be carried out optimally in the economic conditions, especially in
the good business environment (Eling and Schaper, 2017).

When the economy is weak, companies tend to lay off some of their employees and
are unable to pay high wages. Because people have relatively low incomes in this
condition, they buy products in small quantities. Companies that produce these
products are hit hard because the company cannot sell all the products it produces.
Consequently, the company may need to lay off some employees (Blahova et al.,
2015). In this condition, several companies fail, and all of their employees lose their
jobs, causing the unemployment rate to increase. Adoption of technology is very
difficult to do optimally, especially if the economic situation of the business envi-
ronment alone is not able to meet the needs of digital marketing which has incurred
considerable costs (Tran and Nguyen, 2019).

Meanwhile, socio-cultural factors are a group of people who jointly consider
closely the similarities in status or community awards which are formally and in-
formally accompanied by local cultural customs. Social factors can be seen from the
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relationship with friends, family and parents in influencing purchasing decisions. The
higher the relationship with friends, family and parents, the higher the consumer’s
decision to make a purchase (Qazzafi, 2020). Likewise with the high cultural justi-
fication for use. Consumers buy certain products based on awareness of membership
in a cultural community regarding lifestyles (shared beliefs, attitudes, activities,
and behaviors) that tend to distinguish their customs from other communities
(Danish et al., 2019).

Social class is a hierarchical and natural form of segmentation, because the hi-
erarchical aspect of social class is so important for marketers and producers to
determine which consumers will be the targets of the products that have been cre-
ated, whether for higher, middle or lower classes. Indeed, here it looks so real in-
justice and distance to consumers, but it is all a natural segmentation because
everything has happened and is created by itself (Pantano, 2011). Technology
adoption in business also requires consumer acceptance in order to support the
business being run, considering that consumers will also use the technology either
directly or indirectly. Various research studies and theories of technology acceptance
were born to examine the use of technology, especially in business. The measurement
of sociocultural factors is seen from the appreciation of the existence and contribu-
tion of MSMEsS to the career social status of MSME owners (Kiraz et al., 2020).

2.5. Information technology (IT) implementation

The era of globalization has shaped the challenges of various sectors, including the
adoption of information and communication technology that cannot be separated
from the business world, especially in the face of increasingly competitive business
competition. The need for information technology is a basic need for companies to
survive in a competitive business world. Information technology has driven advances
in product and process technology, as well as the formation of an information society
(Cong et al., 2021). Changes that occur due to globalization have an impact on
changes in the business environment which include changes in technology, changes
in consumer perceptions and product competition. As a result, business units are
required to be able to improve product quality, service, efficiency, production costs
and increase company productivity. Finally, mastery of information technology is a
demand that must be owned by companies (Dube et al., 2020).

In addition, the development of information technology has a major impact on
the competitive advantage of business units. The competitive advantage of a com-
pany can be assessed based on economic criteria using measures such as effectiveness,
efficiency and productivity. The development of information technology creates
products with large capacities, is energy saving and can perform more and more
functions and types of work and with information technology it can process, store,
display data and information (Premkumar, 2009; Tran and Nguyen, 2019).

To achieve the desired goals of the company, every organization is formed from
three main pillars, namely process, human resources and technology. In designing, a
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series of processes, these three elements must be integrated according to market
(customer) needs. It should be noted that human resources operate the process,
technology is also used to support the process, especially information technology
which plays a major role, along with processes and human resources. Technology
implementation is measured at least from three aspects, namely in financial, oper-
ational and business marketing practices (Dahnil et al, 2014; Nguyen, 2009;
Premkumar, 2009; Sukarsih et al., 2019).

2.6. D:igital business perceived benefits

The Industrial Revolution 4.0 encourages reforms in various aspects of human life,
we can now clearly observe how these changes have become a powerful phenomenon
that cannot be dammed (Udovita, 2020). All business units, both small and large in
the world and also in Indonesia, are competing to innovate to win market compe-
tition amidst increasingly fierce competition. The innovations carried out include a
digital transformation strategy, carrying out comprehensive changes to every pro-
cess, competency, and business model with the implementation of digital technology,
in line with the recommendations of various global research institutions that make
digital transformation a mainstream organization in winning global competition
(Muafi et al., 2021).

Massive innovation has spread to all lines of life amidst the dynamics of in-
creasingly dynamic world relations, there have been some radical changes that have
recently been seen moving very fast, one of which is through digitization, which is
marked by characteristics, among others, the implementation of vertical networking,
the network no longer has barriers or hierarchies. Vertical networking is then fol-
lowed by horizontal integration as a concrete form of collaboration that prioritizes
output, innovation inherent in digitalization, giving birth to new phenomena
with the increasingly massive concepts of sharing economy, internet of things,
e-commerce, financial technology, artificial intelligence in various fields, life,
especially competition (Arvindhan, 2021; Szedlak et al., 2021).

The adoption of business digitalization has proven to have brought various
changes, at least providing benefits in achieving efficiency in business operational
governance, effectiveness in managing business finances, reducing production costs,
collaboration, connecting one party to another and growing a business competitive
advantage. In addition, technology plays a role in growing business profits and
expanding target markets, including consumer affordability. Therefore, digital
transformation in business should be used as an alternative solution as a new
business growth engine (Akpan et al., 2020; Chen et al., 2021; Ho, 2022; Jain, 2015;
Li et al., 2018; Suuronen et al., 2022; Zolkover et al., 2022).

2.7. Sustainable digital business performance

Sustainable business, commonly known as business sustainability, is the ability of a
company to achieve business goals and increase long-term value and can consistently
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and stably improve business performance while implementing economic, social and
environmental values as a business strategy (Haseeb et al., 2019). A sustainable
company or business unit is usually based on the 3P, namely people, profit and
planet. These three factors are the pillars for measuring the success value of a
company or business unit, namely economic, social and environmental (Dyllick and
Muff, 2016).

Through the implementation of a sustainable company, the company’s perfor-
mance will automatically increase because it can control the use of Natural
Resources (SDA) effectively. This will facilitate long-term business strategy plan-
ning. Companies or business units can be assessed as sustainable not only based on
their involvement in the environment, but also covering the fields of technology, law,
finance, industry, social, material and behavior. Viewed from a business perspective,
sustainability is how to reduce costs now and costs that will arise in the future so as
to increase profitability, reduce competitiveness and extend the life of the business
(Bican and Brem, 2020; Kautonen et al., 2020).

The term sustainability is closely related to sustainable development, Corporate
Social Responsibility (CSR), and long-term planning. With the issue of sustain-
ability, creating awareness of sustainable handling efforts and giving birth to the
concept of CSR are part of a sustainable business strategy (Maas and Reniers, 2014).

Companies or business units that run sustainable businesses will benefit from
increased productivity, sustainable business development, work processes will be
simpler and inefficient activities and costs will be reduced. In addition, business units
that run sustainable businesses indirectly encourage good corporate governance and
have sustainable human resources (Agrawal et al., 2022; Rakhmawati et al., 2020).
Increased profits will be obtained by the company in maintaining a sustainable
business. Employees who work for companies that care about the environment and
the welfare of their employees will remain loyal and try to work their best to achieve
mutual benefits. This will give birth to quality workforce resources. Sustainable
business units will always follow business developments including technology
adoption in order to encourage sustainable business management efficiency
(Gregurec et al., 2021).

2.8. Aims and hypotheses

Technological developments have become an Industrial 4.0 alarm that business units
must face in the future, even though they are currently still entangled in the COVID-
19 pandemic situation. Big Data is one of the technology outputs that is useful in
shaping business insights including better decision making. However, the Big Data
analytical process must be carried out systematically and carefully because the data
in it is not structured. There are many platform devices or services that contain Big
Data, including smartphones, online transactions, social networks, electronics, and
machine communication. Consumer behavior can be captured through a collection of
device sensors that are processed in business activities that are integrated with big
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data in supporting efforts to implement business unit technology, including MSMEs
(Jonny and Toshio, 2021). An investigative study of the mediating role of “Big Data
Analytics” played between “Project Performance” stated Big Data as a driver of
environmental technology in Indian Manufacturing MSMEs (Mangla et al., 2020).
The results of the quantitative analysis of Big Data Analytics Capabilities (BDAC)
at Firms in the UK also state Big Data as a sign of technology implementation to
support innovation in sustainable renewable business models (Ciampi et al., 2021).

Hi1. Big Data Indonesian MSME has a significant positive effect on Information
Technology Adoption.

The digital transformation of business units must also be supported by the Internet
of things (IoT) in order to keep up with the times. The superiority of the IoT trend in
business will drive a revolution in values, concepts, and business unit development
strategies to advance. Ignoring digital transformation can lead to unfavorable con-
sequences, especially the possibility of being left behind by tech-savvy competitors
(Utami, 2021). Fintech innovation research on Indonesian Food MSMEs shows the
influence of IoT in supporting technology adoption, especially in supporting open
business innovation (Najib et al., 2021).

H2. Internet of Things (IoT) Indonesian MSME has a significant positive effect on
Information Technology Adoption.

Facing the development of the digital economy, even small businesses need to adopt
technology, especially digital tools. Businesses may need cloud-based cashier appli-
cations, social media applications, tools for data analysis, and so on. Unfortunately,
most small businesses are faced with challenges especially in terms of knowledge and
costs related to digital trends and business opportunities. Business internal chal-
lenges in the digitization process will affect the perception of the benefits of business
digitization (Priyono et al., 2020). The study of E-Commerce Adoption by SME
Travel Agents in Egypt states that the success of the strategy to overcome internal
business challenges will determine the benefits of business digitization generated,
especially in supporting strategy and development, and the benefits of business
efficiency (Abou-Shouk et al., 2012).

HS3. Internal Digital Business Challenge has a significant positive effect on Digital
Business Perceived Benefits.

Economic and sociocultural factors are very likely to be some of the failure factors
in a business unit because of their potential which may become a threat if it cannot
be predicted properly, and can be an advantage if it can be faced appropriately.
The best managerial and strategy will be needed in controlling these factors
(Chittithaworn et al., 2011). The business economy is very important to determine
the buying and selling ability of the surrounding community (Altayyar and
Beaumont-Kerridge, 2016). Sociocultural factors are important because in carrying
out a process one must understand the existing market. In this case, the level of
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Fig. 2. The assumed research framework.

culture, needs, demographics of the community is one of the determining factors that
must be analyzed (Pramono et al., 2021). The results of research on the E-Commerce
electronic business strategy show that economic and social factors are some of the
determinants of marketing success and increasing business profits (Nadeem et al.,
2018).

Hj. Economics and Sociocultural Public Factors have a significant positive effect on
Digital Business Perceived Benefits.

Currently, not many people are aware of the benefits of sustainable business, espe-
cially in sustainable digital transformation. Fortunately, the idea of a sustainable
business is increasingly being applied by companies in Indonesia. Although the figure
is still below 40%, the upward trend is still there. The implementation of Technology
and Digital Business Benefits obtained is one of the benchmarks for Sustainable
Digital Business Performance. Artificial Intelligence research in the Italian SME
Agri-Food System shows the adoption of technology and the benefits of digital
transformation to encourage the Agrifood business to remain sustainable, especially
in the growth of business profits and customer value (Di Vaio et al., 2020).

H5. Information Technology Adoption has a significant positive effect on Sustainable
Digital Business Performance.

H6. Digital Business Perceived Benefits has a significant positive effect on Sustain-
able Digital Business Performance.

The results of the scientific study of the literature evidence above form a hypothesis
path with the research model in Fig. 2 for further analysis in the context of this
research.
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3. Research Methods

The application of quantitative research is Cross-Sectional in order to analyze and
explore the factors that shape and influence the performance of a sustainable digital
business. The target population of this research is MSME owners in Indonesia who
adopt technology in their business at least in marketing. Indeed, the number of
MSMEsS in Indonesia is known to be 16.9 million Indonesian MSMEs, but due to a
very large population and limited time, to create opportunity and means to make
sampling decisions, the Purposive Sampling technique is used. The decision to use
the purposive sampling technique is defined as a type of sampling design based on
certain considerations (judgmental sampling), where sampling is limited to certain
types of people who can provide the desired information based on certain con-
siderations (Etikan, 2016). The characteristics that must be possessed by respon-
dents as a consideration for sampling in this study are that MSMEs have adopted
technology for at least one year in marketing. Determination of the minimum sample
size in this study refers to the statement by Hair et al. (2019) that the number of
samples as respondents must be adjusted to the number of question indicators used
in the questionnaire, assuming n x 5 observed variables (indicators) up to n x 10
observed variables (indicators) (Hair and Brunsveld, 2019) which are given in more
detail in Table 1.

Table 1. Research variable indicator.

Variable Indicator Source
Big Data Indonesian Big Data Plays a Role in Business (Andretti Abdillah et al., 2018;
MSME Prediction and Optimization Hadi, 2020; Mbassegue et al.,
Big Data Plays a Role in 2016; Sampurno et al., 2021;
Understanding Consumers Wang and Wang, 2020)

Big Data Plays a role in building the
right business strategy

Big Data Plays a Role in Adding
Customer Experience

Big Data Plays a role in increasing
productivity in business workflows

Big Data plays a role in retaining
customers

Big Data plays a role in reducing costs
and minimizing losses

Internet of Things (IoT)  Payment Efficiency (QR Code (Haseeb et al., 2019; Jaafreh, 2018;
Indonesian MSME Payment) Widyastuti and Irwansyah,
Communication Efficiency and Online 2018)
Order (Automatic Chat
Whatsapp/Marketplace
Application)

Ease of Access to Information
(Barcode Information)
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Variable Indicator Source
Information Technology  Implementation in Business Finance (Dahnil et al., 2014; Nguyen, 2009;
(IT) Implementation (Transactions and/or Income Premkumar, 2009; Sukarsih
Recording) et al., 2019)

Internal Digital Business
Challenge

Economics and
Sociocultural Factors

Digital Business
Perceived Benefits

Business Operation
Marketing and Business

Communication
Business Digitization Fee (Faridi and Malik, 2020; Hulla
Business Digitization Duration/Time et al., 2021; Idah and Pinilih,
Knowledge/learning curve needed to 2020; Lenkenhoff et al., 2018)

implement or maintain
Digitalization Implementation
Good society nation economic growth (Belas et al., 2018; Cepel,
Increasing people’s purchasing power 2019; Chittithaworn et al.,
of Business Products 2011; Turkyilmaz et al., 2020)
Break Even Point (BEP) Achievement
in Market Supply and Demand
Balance
The State Economic Inflation
Situation does not affect business
significantly
Improving the Welfare of Employees
and Business Owners
Appreciating the existence of SMEs
Understanding the Contribution of
SMEs to Society
Establishing a Good Business
Environment through Good
Business Practices
Family Support in Business
Support Mass Media Channels and
Social Media
Business Owner Social Status
Career Growth and Future of Business
Business Governance including finance ~ (Akpan et al., 2020; Chen et al.,
has been improved with the 2021; Ho, 2022; Jain, 2015; Li
implementation of business et al., 2018; Suuronen et al.,
digitization 2022; Zolkover et al., 2022)
Operational efficiency has been
improved by implementing business
digitization
Operational flexibility has been
enhanced by the application of
business digitization
Product quality has been improved by
applying this technology
Marketing efficiency and Business
Promotion have been improved by
applying this technology
Competitive advantage has been
enhanced by applying this
technology
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Table 1. (Continued)

Variable Indicator Source

Business Profit has been increased by
implementing business digitization
Number of Consumers has been
increased with the implementation
of business digitization
Sustainable Digital Business Performance and Digital (Agrawal et al., 2022; Bican and
Business Adoption Development Brem, 2020; Djalic et al., 2021)
Performance Achievement of 3P Sustainable
Business Value (Triple Bottom
Line)
The Future of Sustainable Digital
Business

In this study, the number of items was 38 items used to measure 7 variables, so
the minimum number of respondents was 190 respondents. The entire questionnaire
in this study was then measured using the 5-point Likert scale method — between
strongly disagree (1) to strongly agree (5). The research project started in April 2022
and was completed in May 2022 in terms of data collection. All participants were
informed about the purpose of this study and consent of each participant was en-
sured by asking them to sign a checklist of consent to fill out a questionnaire com-
piled online via Google Forms.

The analysis technique used is Structural Equation Model-Partial Least Squares
(SEM-PLS) using SmartPLS 3.0 software. EM with PLS is an alternative technique
in SEM analysis, where the data used does not have to have a multivariate normal
distribution. In SEM with PLS, the value of the latent variable can be estimated
according to the linear combination of the manifest variables associated with a latent
variable and treated to replace the manifest variable (Hair et al., 2018). PLS SEM
analysis will go through two stages, namely the measurement model test (Mea-
surement Outer Model) and the structural model test (Inner Structural Model). The
analysis of the measurement model was carried out using a measure of reliability and
internal validity. After the measurement model is analyzed, the bootstrapping
procedure is carried out using the results of the ¢-test and path values for hypothesis
verification plus the support for the R-Square results to see the strength of the
research model being tested as a whole (Hair Jr. et al., 2017; Rigdon et al., 2017).

4. Result and Discussion
4.1. Characteristics of respondents

The questionnaire was filled in by 247 MSME Owner Respondents from various
parts of Indonesia, but not all respondents met the criteria so they had to go through
the screening stage. So that the data collection of respondents observed was 231
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Table 2. Demographic information.

Control Variant

Gender Male 69 (30%)
Female 162 (70%)

Age 20-30 Years 103 (45%)

31-40 Years 51 (22%)
41-50 Years 49 (21%)
>50 Years 28 (12%)

Industry Manufacturing 137 (59%)
Services 94 (41%)
Experience Business 1-2 Years 119 (52%)
3-4 Years 58 (25%)
5-6 Years 31 (13%)
>6 Years 23 (10%)

respondents. The majority of respondents who own MSME:s in this study are women
(70%), while 30% are men. From the point of view of age, the largest proportion of
subjects were in the age range of 20-30 years (45%) and 31-40 years (22%). The
MSME Industry in the Manufacturing Category dominates (59%) compared to the
MSME in the service category, although the figure is not too far off. In terms of
business history, half of the total population has only been in business for 1-2 years
(59%) although 58 respondents from MSME owners stated that they had been in
business for 34 years. Table 2 describes in detail the profile of the respondents who
participated in this research. The process of data analysis will be continued in SEM
PLS analysis.

4.2. Measurement outer model

The outer model is a model that specifies the relationship between the latent variable
and its indicators, or it can be said that the outer model defines how each indicator
relates to the latent variable. The outer model testing in this study used convergent
validity, AVE (Average Variant Extracted) validity, Composite Reliability (CR)
and Cronbach’s Alpha (CA) (Hair et al., 2019). Rule of thumb validity with two
subtests of convergent validity by loading factor with a minimum value of 0.7 and
the AVE value must be higher than 0.5. While the reliability criteria rules through
two sub-tests, Composite Reliability (CR) and Cronbach’s Alpha (CA) must meet
the minimum value of 0.7 but get better if it pass the minimum number (Hair et al.,
2019). Testing the validity and reliability through the Measurement Outer Model
Test procedure shows that all items have met the requirements. Based on the results
of the validity test in Table 3, the loading factor value for all items is above 0.7 and
the AVE value is higher than 0.5. While the reliability test shows the CR value > 0.7
on all constructs and Cronbach’s alpha > 0.7. Thus, it can be stated that all con-
structs in this study are reliable.
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Table 3. Summary of construct validity and reliability of all constructs.

No. Construct

Items

Outer
loadings

AVE

CR

CA

1 Big Data Indonesian MSME

2 Internet of Things Indonesian MSME

3 Information Technology (IT) Implementation

4 Internal Digital Business Challenge

5 Economics and Sociocultural Public Factors

[§ Digital Business Perceived Benefits

7 Sustainable Digital Business Performance

11

0.785
0.693
0.752
0.776
0.857
0.862
0.804

0.827
0.796
0.822
0.775

0.756
0.830
0.867

0.718
0.853
0.846

0.795
0.784
0.819
0.816
0.791
0.794
0.796
0.768
0.753
0.820
0.719

0.728
0.708
0.767
0.889
0.764
0.784
0.830
0.825

0.828
0.801
0.824

0.627

0.649

0.670

0.609

0.518

0.584

0.669

0.921

0.881

0.859

0.821

0.921

0.918

0.858

0.900

0.819

0.753

0.772

0.906

0.898

0.756

4.3. Inner model structural

Testing of the inner model or structural model is carried out to see between con-
structs through the significance value of the path coefficient and R-square of the



J. Ind. Intg. Mgmt. Downloaded from www.worldscientific.com
by NATIONAL LIBRARY OF INDONESIA on 04/14/23. Re-use and distribution is strictly not permitted, except for Open Access articles.

Exploration of Technological Challenges and Public Economic Trends 19

Big Data
Indonesian MSME

6.178
Information Technology (IT)
Implementation
R-Square =0.654
Internet of Things 6.185

(loT)

Indonesian MSME 2.066

Sustainable Digital Business
Performance

R-Square =0.627

Internal Digital Business
Challenge

17.401

12 773
Digital Business Perceived
Benefits

R-Square =0.945
24.567

Economics and
Sociocultural Public Factors

Fig. 3. The structural model hypothesized.

research model. The structural model was evaluated using R-square with criteria
values of 0.67 (strong), 0.33 (moderate) and 0.19 (weak) (Hair Jr. et al., 2017).
Hypothesis testing is indicated by the path coefficient value (inner model). The rule
of thumb is the coefficient score indicated by thet-statistic value above 1.64 on
hypothesis testing with an alpha of 5%. Hypothesis testing in this study is accepted if
it shows a p-value < 0.05 (Hair et al., 2019).

Structural model testing at Fig. 3 shows that the value of R2 on Information
Technology Implementation is 65.4% with a strong category. Meanwhile, the Digital
Business Perceived Benefits are 94.5% in the strong category, and the Sustainable
Digital Business Performance at 62.7% in the strong category. Of the six hypotheses
proposed as an exploration of the supporting factors for sustainable digital business
performance, all of them are supported. Technology implementation in MSMEs is
influenced by big data (0.383) and Internet of Things (0.381). Internal Digital
Business Challenge (0.361) and Economics Sociocultural Public Factors (0.682) af-
fect Digital Business Perceived Benefits. The results of the Path Coefficient test
encourage the influence of Information Technology Implementation (0.188) and
Digital Business Perceived Benefits (0.742) on Sustainable Digital Business Perfor-
mance. Based on the results of the path analysis, it shows that the significance level
of p-value is below 0.05 so that it supports all hypotheses. This study also recorded
that the largest Path value to support Sustainable Digital Business Performance was
found in Digital Business Perceived Benefits of 0.742. The results of hypothesis
testing using bootstrapping in detail can be seen in Table 4.
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Table 4. Hypotheses and R-squared testing result.

Hyp. Direct effect Path coef.  T-statistic =~ P-value  R-square

H1 Big Data Indonesian MSME — Information 0.383 6.178 0.000 0.654
Technology Implementation

H2 Internet of Things (IoT) Indonesian 0.381 6.185 0.000
MSME — Information Technology
Implementation

H3 Internal Digital Business Challenge — 0.361 12.773 0.000 0.945
Digital Business Perceived Benefits

H4 Economics and Sociocultural Public 0.682 24.567 0.000
Factors — Digital Business Perceived
Benefits

H5 Information Technology Implementation — 0.188 2.066 0.039 0.627
Sustainable Digital Business
Performance

H6 Digital Business Perceived Benefits — 0.742 17.401 0.000
Sustainable Digital Business
Performance

4.4. Discussion

This research is intended to comprehensively explore the Implementation of
Industrial 4.0 Advancement Technology and Public Economic Trends from the
Inter-External Perspective of Indonesian MSMEs in building sustainable digital
business performance. The research survey succeeded in testing 231 respondents who
met the feasibility of further quantitative exploration of SEM PLS.

Based on the test results, Big Data Indonesian MSME has a positive effect on
Information Technology Implementation which indicates support for the first hy-
pothesis. The development of information technology today is no longer something
that is limited or only owned by the upper middle class. Small businesses can even
benefit from information technology through various devices. Its great impact makes
information technology inseparable from the world of business and industry. The
adoption of Big Data in small businesses, especially in customer data analysis will
encourage deeper technology implementation which will have an impact on business
efficiency, increasing market performance and more sustainable business quality. Big
data in business studies the relationship between humans, institutions, and entities
that can give birth to integrated business data types that will make MSMEs more
agile, help solve business problems and achieve sustainable business performance.
From this relationship, business units can use data insights to make decisions about
financial and strategic considerations. MSME business units can find new insights
about trends and what customers want in a product or service. Especially in terms of
marketing, this is important, because the use of Big Data is able to provide accurate
results about various customer ratings of a product. Moreover, digital activities now
dominate the agenda of every person or organization. Therefore, it is important for
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today’s MSME owners to know Big Data in order to find new strategies to keep
interacting with customers. Big Data is considered capital, because it is the key to
solving problems quickly, accelerating innovation, and driving business growth. The
results of this study support previous research (Ciampi et al., 2021; Mangla et al.,
2020). The results of the accepted significance test are also obtained in the second
hypothesis which shows the influence of Indonesian MSME Internet of Things (IoT)
adoption on Information Technology Implementation. The application of IoT in the
micro, small and medium industry sector is carried out by connecting devices that
have sensors with controllers. The data collected from these tools is analyzed to
optimize products, services, and operations. IoT allows communication between
equipment (M2M- Machine to Machine) so that the need for human intervention can
be reduced. The information obtained can increase productivity and provide valu-
able feedback to the engineering design and manufacturing operations teams for
continuous improvement. Cloud-based maintenance solutions enable continuous,
real-time automated measurement and analysis. The application of IoT in MSMEs
can be in the form of ERP and Warehouse system integration that can be connected
to hardware through IoT technology that helps manage small-, micro- and medium-
scale businesses from procurement, warehouse management to accounting. There are
several IoT ERP and Warehouse programs that can be utilized by small businesses,
including:

(1) Optimizing warehouse stock management easily with inbound, stock taking, to
RFID and barcode features;

(2) Automatic business financial management, including real-time financial reports
and payroll;

(3) Supplier Management in payment and stock management for suppliers;

(4) Arrangement of documents and e-approvals along with audit trails to ensure
security;

(5) Purchasing and Procurement in facilitating the purchasing process to suppliers,
approval, invoice and status tracking;

(6) Sales system with analytic dashboard, starting from cashier system (POS),
queue, to billing.

It is not too difficult for MSMES to take advantage of IoT because there are already
many Tech Startups that serve IoT digitization programs for small businesses with
minimal risk. The adoption of IoT in MSMEs will encourage technology imple-
mentation in small businesses to produce “smart” products and provide customers
with more information and the necessary feedback. With the proper application of
IoT, it will provide a competitive advantage for small, micro and medium industries
that use it. The significance of this hypothesis is in line with the results of previous
theoretical studies (Najib et al., 2021).

This study also notes the significance value of H3 P-Value 0.000 with a Path
Coefficient of 0.361 which indicates that the Internal Digital Business Challenge
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simultaneously affects the Digital Business Perceived Benefits. Just as technology
requires business owners to be adaptive, today’s society demands fast and practical
products and services. In addition, the challenges of today’s society are always
changing trends, both in terms of tastes, desires and even needs. If the business
owner cannot adapt to this condition, the consequence is that the business will be
abandoned by consumers slowly and make the benefits of digital business not felt
optimally. The challenges faced in business digitization must be addressed with
strategies including;:

(1) Implementation of an overall digital strategy;

(2) Performance acceleration and development of business digitization support
platforms;

(3) Synchronization of Digital Connections Between Lines, both Internal and
External Business Units;

(4) Develop human resources so that they are proficient in using technology,
especially platforms that support business units running.

In this case, the owner needs to cope with the movements that exist in the business
unit. If you have decided to move in the digital field, it is important for the business
unit owner to also align everything so that it can run effectively. By overcoming the
existing challenges, business units, especially MSMEs, are certainly able to move
steadily in order to achieve very promising benefits and at the same time become the
best in today’s digital business. The results of the Path Coefficient H3 test are
consistent with the research study of E-Commerce Adoption by SME Travel Agents
in Egypt (Abou-Shouk et al., 2012).

The results of the Path Coefficient SEM PLS analysis in Table 4 state the positive
significance of Hypothesis 4 which supports the influence of Economics and Socio-
cultural Public Factors on Digital Business Perceived Benefits. Understanding the
economic and sociocultural situation as part of public economic trends will help
business owners adjust the air of their business units to external conditions, espe-
cially in future decision making and business direction. Economics and Sociocultural
Public Factors play a role in determining the dynamics of society including consumer
behavior and market direction for all business sectors. Economic factors are very
closely related to business because they do not only affect the micro level of business
but can reach the world’s macroeconomics. The economic situation of the country
down to the smallest area around the business unit will be a determining factor in
details related to business operations, such as the value of its assets, consumer
demand, and even taxes. Meanwhile, socio-cultural factors will be closely related to
the acceptance of the operational community and the results of the products offered,
including the use of technology in accessing business products. Awareness of the
existence of business units and community support are needed to build a digital
business that is full of benefits for the business unit itself and the surrounding
community. Increasing the welfare of individual internal business units, including
increasing social and career status, is an additional benefit and business image to
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continue operating. Business environment analysis must be carried out by business
unit owners, especially on the MSME scale to identify the minimum socio-cultural
economic situation around the business unit to make innovative and adaptive
business plans with a digital touch that will increase the business profit graph.
Testing this hypothesis has the same perspective value as previous research (Nadeem
et al., 2018).

The implementation of technology in business units and the perception of digital
business benefits felt by business owners will encourage sustainable digital business
performance. This is reflected in the positive significance results of testing the fifth
and sixth hypotheses which are in line with the research of Artificial Intelligence in
the Italian SME Agri-Food System which states that the adoption of technology and
the benefits of digital transformation encourage the Agrifood business to remain
sustainable, especially in the growth of business profits and customer value. (Di Vaio
et al., 2020). The Asia Pacific region is synonymous with high digital transformation
opportunities. This opportunity is further accelerated by the emergence of a pan-
demic as a source of disruption that changes old ways. The rapid development of
technology in the Industrial Revolution 4.0 spurred MSME-scale businesses to
continue to innovate in building their business to continue to present various at-
tractive products for their users. The Industrial Revolution 4.0 resulted in a dis-
ruption that gave rise to a variety of new products and production methods.
Simultaneously, this requires human resources (HR) to innovate and participate in
digital developments, so it is necessary to carry out a strategic digital transformation
to keep up with current business conditions. Adoption of good technology accom-
panied by optimizing the acceptance of business digitization benefits will bring the
MSME digital business to success and continue to operate in a sustainable manner.

5. Conclusion

This study succeeded in proving the hypothesis of a positive significance relation-
ship. Small business competition during globalization has encouraged the adoption
of technology in expanding market share. The mindset of business digitization needs
to be pursued in the operations of Indonesian MSMEs and even the Southeast Asia
Region as a country that dominates the populist economy. MSME scale business
units experience limited resources in market affordability. Big Data and the Internet
of Things can become new drivers of digital transformation of Indonesian MSME
businesses and the Southeast Asia Region. The operational, financial and marketing
interests of MSMEs can be accommodated through digital transformation, so that
competitive advantages can be achieved and encourage sustainable MSME business
growth. However, the opportunity for digitizing MSMEs with sustainable growth
will be lost if the internal and external challenges of the business are not addressed.
Strengthening technology infrastructure, especially IoT and AI functions in the
operations of MSMEs in the Southeast Asia Region, especially Indonesia, is needed
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to encourage sustainable Digital MSMEs so that the mission of Indonesia’s digital
economy can be achieved on a micro scale.

This study has limitations on “Single Country” research, which in the future can
be conducted in cross-country Digital MSME research by paying attention to the
peculiarities of each country’s MSME system. In addition, this research raises aca-
demic implications where research is needed on system development interventions or
prototype designs for the adoption of Digital MSMEs, especially in the Duet Big
Data and the Internet of Things that are more real and in-depth, such as batik
clothes. Production machines with print connections, wireless automation design via
IoT, if necessary, are tested in MSME business activities to build a broader sus-
tainable digital business optimization. Collaboration between disciplines is needed to
build technological manufacturing innovations that will support Indonesian MSMEs
to be more adaptive to the Industrial Revolution 4.0.

6. Research Implications

This study provides managerial implications for MSMEs to be able to design digital
transformation strategies in a more updated manner through the identification of
technology needs, operational design in business and IT infrastructure development
priorities to satisfy customers who are increasingly proficient with technology.
Connectivity between divisions is not only present in product marketing but also
strives to automate all business operations. Optimizing the use of Big Data and IoT
in the MSME digital business will able to solve all business problems and encourage
an innovative business culture. The role of business unit HR is very crucial in the
success of digitalization, so I'T training is needed to support them when working side
by side with technology. The internal challenges of business units can be overcome
by strategic efforts as well as utilizing external roles in building a sustainable MSME
digital business. Collaboration with Quintuple Helix players can be an option to
further build a sustainable digital business. Efforts to increase literacy for the ben-
efits of entering the digital ecosystem and incubation to be able to accelerate MSMEs
need to be carried out intensively. This step is needed to be able to realize things
which of course require synergy and collaboration between stakeholders. Consider-
ation of the obstacles to the adoption of digital technology in MSMEs is an im-
portant concern so that the literacy strategy and the development of Adaptive
human resources technology is an absolute effort while preparing the technology
system infrastructure in MSMEs.

The government as a driver of the country’s economy and protecting the sus-
tainability of MSMEs is expected to not only encourage MSMEs to adopt digital
technology, but also to develop four important things needed by business actors,
such as digital literacy, encouraging and assisting solutions for production capacity
readiness, encouraging product quality and improvement, and open market access
for MSME actors. The Government of the Republic of Indonesia as the leading sector
is currently realizing the transformation of Industry 4.0 through the Making
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Indonesia 4.0 roadmap and seeks to encourage the implementation of digital tech-
nology, including for MSMEs. The Making Indonesia 4.0 roadmap strives for small
and medium industries to have technology ranging from digital marketing, internet
of things, cloud computing, automation, solar panels to nanotechnology.

The convergence of government factors, MSMEs and other stakeholders such as
suppliers, investors and private parties, allow the emergence of strategic resources
that support business sustainability, namely the objective of the raw material net-
work and information network. Stakeholders play more of a role in a personal ap-
proach, initially more on product discussions, then guidance on clinical coaching, so
that from this they are then interested in the collaboration carried out by MSMEs
and the cooperation system. There are aspects where MSMEs provide intangible
benefits to them with suggestions and ideas in increasing the production value of
their products in addition to helping them in marketing these products. Meanwhile,
the investors, the private sector and other secondary roles. Therefore, fostering good
relations through communication is needed where they strive to make this rela-
tionship a mutually supportive and beneficial cooperative relationship. Economic
and sociocultural public factors encourage technology alignments to serve customers
as the only source of MSME income towards business success. In addition, under-
standing the economic situation both internally and publicly can determine the
adaptive direction of current technology. It is very necessary to understand the
social-economic situation when building a technology system in the operation of
MSMES so as not to reduce product or service results.
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