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MOTTO

Don’t rush the almighty. Don’t rush what he has planned for you. Don’t rush
through that he will abide by your timing. No! Your creator has his own timing.

Trust him and the process. Learn to be patient. It will be worth it in the end.
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ABSTRAK

Perserikatan Bangsa-Bangsa (PBB) merupakan organisasi internasional terbesar
dalam sejarah pertumbuhan kerjasama semua bangsa di dunia. Sebagai subjek
hukum internasional, PBB turut serta bersama negara-negara dalam menangani
berbagai masalah di dunia termasuk salah satunya yaitu mengenai cyber security
atau keamanan siber. Cyber insecurity kini telah menjadi normal baru yang
menjadikan keamanan siber sebagai prioritas global. Perlindungan terhadap
jaringan internet, data, sumber daya, serta reputasi PBB tentu menjadi perhatian
tersendiri bagi organisasi PBB dari berbagai macam ancaman kejahatan siber yang
mengintai organisasi. Terjadinya insiden serangan siber pada bulan Juli 2019 yang
menyerang infrastruktur inti server kantor PBB di Jenewa telah mengakibatkan
pelaku berhasil mengakses data sebesar 400 gigabytes yang disimpan dan dimiliki
PBB, secara tidak sah atau melanggar hukum. Keamanan data yang dikirimkan,
disimpan dan/atau dimiliki oleh PBB, lebih khusus oleh kantor PBB di Jenewa tidak
tunduk pada hukum Swiss, melainkan tunduk pada ‘yurisdiksi’nya sendiri.
Diperlukan adanya suatu kerjasama antara PBB yang dalam hal ini yaitu kantor
PBB di Jenewa dan Swiss selaku Negara Tuan Rumah dalam rangka melindungi
dan meningkatkan upaya mitigasi risiko keamanan siber.

Kata Kunci: Serangan Siber, PBB, Keamanan Siber, Swiss, Negara Tuan Rumah
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ABSTRACT

The United Nations (UN) is the largest international organization in the history of
the growth of cooperation among all nations in the world. As a subject of
international law, the UN participates with countries in dealing with various
problems in the world, including cyber security. Cyber insecurity has now become
the new normal, making cyber security a global priority. Protection of the internet
network, data, resources, and reputation of the UN is certainly a special concern
for the UN organization from various kinds of cybercrime that threaten the
organization. The occurance of a cyberattack incident in July 2019 that attacked
the core of the UN Office server in Geneva has resulted in perpetrators successfully
accessing 400 gigabytes of data stored and owned by the UN illegally or unlawfully.
The security of data transmitted, stored, and/or owned by the UN, more specifically
by the UN Office in Geneva is not subject to Swiss law, but is subject to its own
‘Jurisdiction’. There is a need for cooperation bertween the UN, which is the UN
Office in Geneva and Switzerland as the Host Country, to protect and enhance
efforts to mitigate cyber security risk.

Keywords: Cyberattack, United Nations, Cybersecurity, Switzerland, Host Country
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